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PRA Process 

 

1. Introduction. 

 

A. Additional information and requirements supplementing the PRA process are 

defined in the Directive and Standard (D&S).  Terms used within this Appendix 

can be found in the Glossary of Terms in Appendix E. 

 

B. The Bureau of Reclamation’s PRA Process is intended to ensure that all persons 

having unescorted access to identified Critical Cyber Assets (CCAs) at 

Reclamation facilities do not pose an unacceptable level of risk to the operation 

of those assets or the Bulk Electric System (BES).  This PRA Process has been 

designed to be compliant with the PRA requirements outlined in the North 

American Electric Reliability Corporation (NERC) Critical Infrastructure 

Protection (CIP) Standards. 

 

C. Reclamation’s compliance obligations are summarized as follows: 

 

(1) provide a documented PRA Process for implementation; 

 

(2) produce and retain documented materials that demonstrate the application 

of the PRA Process to all personnel with unescorted access to 

Reclamation’s identified CCAs; and 

 

(3) demonstrate that the PRA Process is being maintained, including 

implementation of the 7-year cycle requirements. 

 

D. To ensure that the PRA Process is effective and efficient, Reclamation will 

leverage existing background investigation processes and information to the 

fullest degree practical.  This includes the use of the Homeland Security 

Presidential Directive 12 (HSPD-12) access card process as well as other 

identification and background investigation procedures that are already in place. 

 

2. Process Outline.  The PRA process must be successfully followed and fully 

completed prior to an individual receiving unescorted physical or logical access to 

Reclamation’s identified CCAs.  Once authorized access has been granted, a PRA 

must be repeated every 7 years, for as long as access is still required.  The PRA 

renewal is triggered by the local CIP access control officer shortly before the PRA 

for an individual who currently has access reaches the 7-year update requirement.  

To ensure uninterrupted access, the PRA update must be initiated far enough in 
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advance to ensure that the process can be completed before the 7-year period ends.  

CIP access control officers must maintain an awareness of the approximate lead time 

associated with the PRA process to ensure that PRAs can be reliably completed 

before access is needed or expires. 
 

A. Step 1 – Personal Identity Verification and Issuance of Department of the 

Interior Access (DOI Access) Card. 

 

(1) Before an individual can request unescorted physical or logical access 

they must have a DOI Access card (an HSPD-12 personal identity 

verification card) and a completed and approved Access Authorization 

Request
1
 form.  If a card has not been issued the individual must follow 

the process outlined in the Department’s Personnel Bulletin No. 09-06, 

Policy for the Issuance and Management of DOI Access Cards, before 

completing the request for unescorted access.  Issuance of the card serves 

as identity verification. 

 

(2) If the individual is a new employee
2
 or contractor

3
, a National Agency 

Check with Inquiries (NACI) investigation (or higher) will be initiated as 

part of the hiring/contract process.  Once the initial fingerprint check has 

been accomplished, it will be returned to the personnel security 

adjudicator for review.  If the personnel security adjudicator makes an 

initial favorable adjudication the individual will be approved to continue 

through the process to receive a DOI Access card.  Once a card has been 

issued, Step 7 must be followed for completion of the PRA process.  If the 

personnel security adjudicator makes an unfavorable adjudication, the 

individual is not approved for a DOI Access card or for unescorted access 

to CCA.

                                                 
1
Access Authorization Request forms are included as a part of the Physical Security Plan for each Critical 

Asset subject to the NERC CIP Standards.  For additional information, refer to the site-specific Physical 

Security Plan prepared in support of Reclamation Manual TRMR-46:  Physical Security Plans Supporting 

North American Electric Reliability Corporation (NERC) Reliability Standard Compliance. 
 

2
If a new employee will require unescorted access, the requirements for unescorted access must be 

completed as part of the hiring process to ensure there is no delay between start date and beginning work. 
 

3
If contractor employees will require unescorted access, the requirements for unauthorized access must be 

completed as part of the acquisitions planning process to ensure there is no delay between contract award 

and employee start date. 
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B. Step 2 – Authorization for Release of Information Form. 

 

(1) The individual requesting unescorted access to a CCA must complete the 

Authorization for Release of Information form found in Appendix B and 

any locally required forms.  The completed forms must then be submitted 

to the requesting employee’s supervisor or requesting contractor’s 

contracting officer’s representative/contracting officer/project manager for 

local approval.  

 

(2) If this is a 7-year renewal requirement triggered by the CIP access control 

officer, the Authorization for Release of Information form (Appendix B) 

will be forwarded to the individual at the time of notification of the need 

for renewal. 

 

C. Step 3 – CIP Access Control Officer Notifies USAccess Adjudicator. 

 

(1) Once a DOI Access card has been issued, local approval granted, and the 

Authorization for Release of Information form has been completed, the 

CIP access control officer will forward copies of all forms to the 

USAccess Adjudicator with a written request detailing an individual’s 

need for a PRA.   

 

(2) All completed forms will be accepted and maintained by the local 

USAccess Adjudicator and/or personnel security adjudicator.  The 

Authorization for Release of Information form and local approval forms 

are subject to review as part of the overall compliance process and 

therefore must be correctly completed and maintained by the CIP access 

control officer and/or personnel security adjudicator for as long as the 

person maintains authorized access, and/or 1 year after access has been 

terminated or revoked. 

 

D. Step 4 – USAccess Adjudicator Initiates Criminal History Check via 

USAccess System. 

 

(1) Once the USAccess Adjudicator receives the request for a PRA, the 

USAccess Adjudicator will verify if the individual requesting access has a 

favorably adjudicated national criminal check (or higher) within the past 

7 years.  If the individual has a fully adjudicated investigation on file, the 

USAccess Adjudicator will work with the personnel security adjudicator 

to transmit the appropriate documentation as detailed in Step 7, below.  
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Information regarding the expiration of the existing check must then be 

submitted to the CIP access control officer for appropriate tracking and 

renewal. 

 

(2) If an individual requesting access does not have a favorably adjudicated 

investigation within the past 7 years, the USAccess Adjudicator will 

verify that all Personally Identifiable Information needed for the criminal 

history check is included in the USAccess database.  The USAccess 

Adjudicator will submit the request for a criminal history check via the 

USAccess portal’s OPM-FBI Background Check Request tab to the Office 

of Personnel Management (OPM) Federal Investigative Services Division.  

The Adjudicator indicates where the results must be returned to by 

selecting the appropriate Submitting Office Identifier, Submitting Office 

Number, and Online Payment and Collection System – Agency Location 

Code.  This must correspond to the region requesting the information to 

ensure proper processing of the data.  The Federal agency user fee 

transaction type must also be selected.  The USAccess Adjudicator must 

enter the cost authority provided by the CIP access control officer in the 

comments block to ensure proper processing of OPM charges.
4
   

 

(3) Note:  In some cases, place of birth data may not have been entered into 

USAccess.  If the required information is not currently entered into the 

database, the USAccess Adjudicator will coordinate with the USAccess 

Sponsor to complete the data fields before the Criminal History Check can 

be submitted.  The USAccess Sponsor is the only individual that can enter 

any missing data, such as place of birth, into the USAccess system.  In 

those cases where data is missing from the system, the USAccess 

Adjudicator will need to work with the USAccess Sponsor to have the 

missing data entered into the system.  The USAccess Sponsor will also 

have to perform a complete sponsorship for individuals who have not been 

previously sponsored. 

 

(4) The Criminal History Check at a minimum requires the following four 

fields of information.  Data for these four fields are contained in the 

USAccess database:  

 

(a) full name, 

 

                                                 
4
While no other comments are required in the USAccess comments block, it is recommended this field be 

used to provide contact information.   
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(b) social security number, 

 

(c) date of birth, and 

 

(d) place of birth. 

 

E. Step 5 – OPM Processes Criminal History Check through Federal Bureau 

of Investigation (FBI).  OPM submits fingerprint classification requests to the 

FBI via the FBI Criminal Justice Information System (CJIS).
5
   

 

F. Step 6 – Results Returned to Personnel Security Adjudicator.  Results from 

the completed Criminal History Check will be provided by OPM directly to the 

appropriate personnel security adjudicator.  Results are received in the form of a 

hard copy report known as a “Case Closing Transmittal” which will include 

“record” or “no record” status for criminal history fingerprint results, arrest 

record information, and a list of all previous OPM conducted investigations 

along with the status, if known. 

 

G. Step 7 – Adjudication Process. 

 

(1) The results of the Criminal History Check must be adjudicated by the 

designated trained personnel security adjudicator.  Adjudication is 

formally conducted using established OPM Adjudicative Guidelines, 

Code of Federal Regulations, Departmental Manual, and Reclamation 

Manual D&S.   

 

(a) Favorable Adjudication.  The personnel security adjudicator 

notifies the respective CIP access control official of a completed 

favorable adjudication using the memorandum template found in 

Appendix C.  On the basis of this notification, the individual has met 

the PRA requirements associated with gaining unescorted access.  

 

(b) Unfavorable Adjudication.  The personnel security adjudicator 

notifies the respective CIP access control official of an unfavorable 

adjudication using the memorandum template found in Appendix D.  

On the basis of this notification, the individual will not be granted 

unescorted access to Reclamation CCAs.   

 

                                                 
5
Note: average time for OPM to complete the Criminal History Check is approximately 7-10 days. 
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(c) Findings that lead to unfavorable adjudication must be reported to the 

respective regional Human Resources Office in the case of a 

Reclamation employee, to the regional Acquisitions Office in the 

case of contractors, and to Reclamation’s Chief Security Officer in 

the case of Reclamation employees, contractors, managing partners 

and operating entities.  Release of any information will be in 

accordance with Paragraph 10 (Records Management) of 

Reclamation Manual D&S, Personnel Security and Suitability 

(SLE 01-01). 

 

(2) The personnel security adjudicator must retain all files directly related to 

the Criminal History Check and adjudication.  The Criminal History 

Check Determination is then transmitted to the CIP access control officer 

for final disposition and audit retention. 

 

(3) The entire seven-step PRA process described above is illustrated in 

Figure 1, below. 
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PRA Process Flow 1 

Figure 1 
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3. Maintenance and Management of PRA Records.  For audit purposes, the 

personnel security adjudicator and CIP access control officer will maintain all 

records related to the PRA process separate from other personnel records.  Records 

for employees, contractors, managing partners, and operating entities will be kept 

collectively for audit purposes.  Information related to the risk assessment 

determination and results (adjudication results) for all individuals for whom a PRA 

has been conducted pursuant to access to CCAs shall be retained such that the risk 

assessment materials and determination results from the current (most recent) and 

previous PRA are always available for review or audit.  These records must be kept 

secure, in accordance with Reclamation Manual Policy and D&S.  Records will be 

retained in hard copy or electronic.  Information contained in the PRA files falls 

under the Privacy Act and must be protected accordingly.  

 

4. PRA Process Revision Procedures.  Review of, and modifications to, this PRA 

process will be completed as necessary to ensure the protection of Reclamation 

CCAs and continuing compliance with the requirements of the NERC CIP (or any 

other applicable) Reliability Standards.  The PRA process documentation will be 

revised within 30 calendar days of any changes to the process.  All substantial 

changes will be coordinated with all stakeholders prior to implementation.  Revision 

actions will be noted in the Document History, and the PRA process document will 

be reissued.   

 

5. Summary.  Application of the process discussed in this document is intended to 

ensure both a consistent approach and results when completing PRAs on individuals 

with access to Reclamation’s CCAs.  Following the process outlined will also ensure 

Reclamation’s PRA supports and complies with the NERC CIP Reliability 

Standards. 


